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Abstract: In response to the apparent chaos surrounding new regulations, some people

may feel the need to re-establish a more controlled framework for the current advance of
technologies. The business’s response to this proposed retrenchment will depend on the
regulatory environment. In order to establish a sound framework, the forces dictating the
basic emergence of today’s new technologies might need to be analyzed. Moreover, it needs
to consider the forces behind the current assessment of these same technologies and their
consequences. The essay analyzes acceleration as a major force of technology driven
change. These same forces seem to drive an obsession with control over the emergent new Access this article online
technologies and the consequences of their adoption. In this process the emergence of
unintended consequences seems to be ignored. It reflects on structures and processes that
might be increasingly at risk to totally unrelate unintended consequences owing to today’s
acceleration in the societal environment. It concludes, reflecting on the major question:
What is going on? A framework for privacy and data protection regulation is proposed.
Privacy and the closely related right to protection of data are the cornerstone of democratic
rights in the digital world. The understanding of both concepts has changed due to the
influence of new technologies and by a current evaluation of democratic rights in the
context of digital technologies. Consequently, privacy and data protection regimes must be
rethought.
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acts could have on that person’s life down the road

1. Introduction (Peregrina, 2016). Additionally, state-of-the-art technology
is making it easier for companies and governments to collect

he digital age is rapidly changing the way people live, and analyze information. Because of this, the information
work, socialize, and even think. The invention of the ~ cOncerning where people go, when, and for how long, who
Internet changed the kind of information people share ~ they talk to, what is bought, and what is searched is

and the way people communicate. Through social constantly being gathered and saved. This information is
media websites like Facebook, networking websites like ~ €xtremely personal, yet it is shockingly easy to buy and
LinkedIn, and micro blogging websites like Twitter, people trade. Immediately after filing a birthday status to Facebook,
have begun to share everything about their daily lives. the individual or government can know every detail of life,
However, in the moment of posting statuses, photos, and from intimate secrets to bodily functions. After losing the
tweets, it is easy to lose sight of the repercussions that such ~ réading leaflets and doggy-eared books at the back of the
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bookshelf, it is possible to build an image as detailed as an
IRS audit only with the browsing history (Blanke, 2018).

Just as the surpassingly Inprivate world of today is
difficult to comprehend for someone from five decades ago,
the unparalleled privacy of a century ago is incredibly hard
to imagine. People would seldom think of telling a stranger
even the most trivial details of their lives. Everything was
extremely private: fitness problems were treated discreetly,
birth and death announcements were not even made, and
family dramas were confined to four walls. There was no
television or radio, so it was hardly even conceivable to
discuss the private lives of others. Wars were even fought
overseas.

1.1 Background and Significance

The evolution of privacy laws, particularly in the context
of the wide-ranging impact of the digitalization of many
facets of daily life, is fraught with contradictions. The
current situation has rendered almost all legislators or civic
policymaking bodies ill-equipped to tackle these newly
arising legislative necessities adequately and satisfactorily.
While privacy laws have begun making inroads into
legislation and legal commentary, out of financial necessity
it is too easy to grant companies too great leeway, thus
weakening altogether the net effect intended by lawmakers
3. The most glaring example is that there exist no such
general comprehensive laws in the United States, neither on
the state nor the federal level. While some piecemeal steps
have been taken to address particular facets of privacy on
the Internet, it is difficult, not to say impossible, to cohere
principles such that there are truly meaningful civil rights.
The proverbial “postage stamp,” framed and hung on the
wall, featuring cartoonish images of Uncle Sam or the Statue
of Liberty saying, “You Have a Right to Privacy,” is so far
from being true that it is rather laughable.

The perception of exactly what kinds of rights to
personal information and dignity exist are nothing but
amorphous smoke to internet users; thus, too easy to
manipulate for profit maximization. It is heartily hoped that
the following inquiry will shed light on privacy questions
that many have considered being paramount, such as: “What
kinds of laws are indicative of such rights?,” “What is to be
done now?,” and “How far is it reasonable to go considering
[often alleged but rarely] stated dangers?.” In order to
answer the question of the nature and effects of privacy
legislation, a survey on the comparatively new field of
privacy policy and regulation will be undertaken, covering
more general, historical, and theoretical aspects (Blanke,
2018; loannou & Tussyadiah, 2021; Sanz, 2014).

2. Historical Development of Privacy Laws

During the era prior to the emergence of digital
technology, privacy was free from restrictions and
condemnation. Things began to change with the
development of the camera by Louis Daguerre in 1839. The
instant the camera was invented; photographing someone
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without his or her knowledge became possible (Cinar, 2019).
There are publications in the United States, having some
lessons for Turks, like those periodicals that were published
in the 1870s innocent of copyright laws concerning writing,
drawing, and photographing. These publications became
newspapers for all affairs. For instance, in an article entitled
“The Right to Privacy” written by Samuel Warren and Louis
Brandeis, it has been acknowledged that there exists secrecy
in life styles, families, and friendships. In 1888, a physician
in Boston became the author of the first picture of a human
body, and in that very same period, a newspaper took the
stills of a court hearing, thus becoming the first institution
in the world to conduct filming of such court session
(Blanke, 2018).

With the improvements in telegraphy and then in
telephones, recording devices were first used in the form of
cartels that bring the shaking of the voice into writings while
dragging the human beings into a privacy void. The literal
meaning of privacy is protecting the confined body.
Household means a become of a compound of items and
beings fenced or concentrated inside a dwelling under an
ownership structure. Anything behind this fence is said not
to be concerned with any person outside it. But this fence
can be breached as an outcome of contagious affairs in time.
In this scenario, it can be questioned whether privacy is an
absolute right, the protection of which is indispensable in all
kinds of affairs, for instance, crime and innocent deeds alike
as shown in Fig. 1.
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the evolution of privacy laws in the digital

2.1 Pre-Digital Era Regulations

The emergence of the information society, that is, a
society in which the creation, distribution and manipulation
of information has become the predominant economic,
political and cultural activity, brings with it new privacy and
anonymity issues. This new environment creates new
opportunities, new means of communication, new relations
or interactions among citizens, between citizens and public
bodies, and between citizens and businesses. The Web as a
facility for enhanced circulation of data and information is a
main pillar for the ‘information society’. However, it also
introduces drawbacks and challenges for civil liberties
(Tsoukalas & Siozos, 2011). Action is needed to address the
challenges of the information society, in order that citizens
can have the ability to make choices and take advantage of
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the opportunities offered by the new means of
communication associated with it. Every citizen has the
right to privacy and anonymity in the offline world. There is
recognition of the need to protect this right in both the on-
line environment and the offline environment. The means of
personal data collection in the on-line world are different
than that of the offline world; it is often covert, unexpected
and at a distance. Furthermore, there are additional concerns
wrought by the on-line world, information is stored in huge
databases and at a distance, and hence outside the control of
the individual, data can be manipulated and combined in
unexpected ways, data are processed intensively and almost
in real time, and profiling and the identification of patterns
is possible on an unprecedented scale. However, the on-line
world does not prove anything that is not already known. It
has displayed the limits and incompleteness of the privacy
and data protection systems and methods of the offline
environment, and has also brought to the forefront issues
that are only sketched and explored in the offline world. In
its recent resolution on privacy and confidentiality of
communications in the information society, the European
Parliament stated that as the online world is similar to the
offline world, a great deal of the legislation, principles and
way of thinking of the offline world remain relevant and
applicable in the on-line world. On the other hand, it also
pointed out that the on-line world brings new additional
issues and concerns to both citizens and legislative. These
new issues have to be tackled by adapting and enhancing the
existing legal frameworks.

2.2 Emergence of Digital Technologies

Digital technologies have rapidly proliferated in rich
countries and developing economies alike from
telecommunications and electronics, to computers and
internet communications. Beyond the private domain,

‘public’ and ‘governmental’ agencies or institutions too
have been confronted with the diffusion of ‘digital’ devices
that were expected to make positive changes in how they
operate or address people’s interests or needs. These
changes are seen in terms of an evolving process that
increasingly involves electronic and then digital
communications, the basis of ‘cyberspace’. Already by the
1990s there was widespread expectation that cyberspace
would help bring about a ‘new world order’ in economic,
political, social and cultural life. But privacy concerns were
already being articulated in that new order. Such concerns
became akin to ‘Cassandra’s’ warning of impending disaster,
as early reports noted a differential impact of new
technologies on different social groups (Tsoukalas & Siozos,
2011). In acknowledgement and recognition of such
complexities, developing economies were included in the
discussions and WTO negotiations as shown in Fig. 2.

Evolving technologies impact on the institutions and
practices involved in face-to-face communications, from
mail to telegraph to telephone, and how/what is thought
about its import. ‘Thoughts’ on telegraphy diminish in
complexity with the increase in speed and simplicity from
printing to telegraphy. The telephone’s alleged immediacy,
suggest more intricate thoughts about ‘sound’ such as
thoughts of ‘dehumanization’ or ‘decontextualisation’.
‘Urgency’ is very prominent in telephone thought.
Consideration is given as to how electronic and digital
understandings of communications have qualified thoughts
about telecommunications. A significant distinction is made
between ‘designed convergences’ appeals to historical
instances of the emergences of ‘new’ telecommunications
affecting the institutions of ‘older’ types of communications
(for example, photography or telegraphy & writing or
printing, or radio or television & gramaphone recordings
and live performances) (Blanke, 2018).
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3. Key Principles and Concepts in Privacy
Laws

The word "privacy" derives from the Latin "privatus,”
meaning "removed from public view," or unsociable as an
antonym to "public" (Gstrein & Beaulieu, 2022). Privacy is
therefore an individual right or interest in seclusion with
respect to the presence of others, including governmental,
corporate, social, and civil society, with a right to be left
alone. It protects the domestic, personal, and family sphere
of individuals, including honour, personality, reputation,
secrecy of letters and documents, liberty, domicile, etc.,
enshrined in Clause 12 of the United Nations Universal
Declaration of Human Rights from 1948 and Article 17 of
the International Covenant on Civil and Political Rights
from 1966.Privacy consists in personal unobserved space
protecting solitude, the home as a "castle,” guaranteeing
secrecy of communication, thoughts, ideas, sexuality,
protection from government search and seizure of personal
letters, documents, bank accounts, domestic surveillance,
and secret service investigation or penetration into the
personal life of citizens. The substantive scope of privacy
protection prevented infringement of the inviolability of the
home as a "castle" with respect to surveillance or search
from government, corporate or civil society, preventing
search and seizure of personal letters, documents, telegrams,
postal communication, telephony, and bank account secrecy
(Levin, 2017).

3.1 Data Minimization

Data minimization—the principle of limiting the
collection and retention of personal data—is stated in the
text of laws and regulations governing the handling of
personal data, such as the European Union’s General Data
Protection Regulation (GDPR) (Jobin et al., 2019),
California’s Consumer Privacy Act (CCPA), and Brazil’s
General Data Protection Law (LGPD). Broadly framing
personal data protection as privacy laws, data privacy
research has advanced understanding of the value of
personal data from a business, strategic, and societal
perspective—a perspective rooted in economics, policy, and
anthropology—uwith the intention of placing protections on
such data at an individual level (Biega et al., 2020).

However, in the digital age, companies, particularly
large technology companies, control large amounts of
personal data and are inescapably engaged in privacy harm.
This data-driven landscape of automated decision-making
predicts behavior, limits access to rights, and sells select
individuals to the highest bidder. Such processes and
algorithms are not transparent to the individual, and thus,
privacy is inherently at risk when one’s data is collected and
hoarded. In this context, data minimization is essential to an
effective personal data protection law capable of
safeguarding fundamental privacy rights. The creation and
implementation of data-minimizing processes would
necessarily limit what could be done with the data, thus

https://ujls.nabea.pub

protecting individual privacy interests (Hutton & Henderson,
2017).

3.2 Consent and Transparency

Privacy laws across the United States and the world at
large share certain common features, focusing on consent
and transparency as components of good information
practices. Consent and transparency serve very different
functions in the law of information privacy. Consent
involves the acquisition of authorization from individuals
prior to processing their personal data. Most privacy laws
recognize informational self-determination as a personal
right, entitling people to control the use of their personal
data. Only people can exercise these self-determinative
controls. Accordingly, personal data must not be collected
or otherwise processed unless individuals have consented.
The predicted outcome of good consent practices, following
creation of well-informed consent choices, is to ensure that
individuals engage with processing regimes that are
somehow confined to their expectations. Transparency, by
contrast, involves the disclosure of key processing terms,
sufficiently tailored to describe information practices and
easily made available, prior to agreement to consent. It is of
fundamental importance for protecting a person's privacy
rights and for determining whether an agreement to consent
is effective.

These two components together articulate a considerably
wider architecture for good processing practices, entailing
not only the free choice necessary for valid consent but also
a right to be informed about the circumstances of that choice.
Transparency is also intended to reduce the bargaining
power imbalance between individuals and bodies that would
process personal data, ensuring that they get a fair chance to
understand and assess their disclosure choices, and that
scrupulous processing intents, if any, will not be hidden
from view. A further goal is to promote more just processing
choices, aiding decisions that best fit expectations of how
personal data would be used. Good consent and
transparency practices are consequently assumed, not only
to protect individual privacy rights, but also to create a
climate of trust.

4. Challenges and Controversies in
Privacy Regulation

There are a number of challenges attendant to regulation
of information privacy in the digital age, and we cannot yet
know the proper paths to take of them. Nevertheless, there
are a number of questions and issues that inquiring minds
will probably want answers to as regulation is actively
contemplated and eventually embraced by policymakers.

One common criticism is that privacy legislation must
be harmonized across nations; otherwise, private companies
will relocate to the jurisdictions with the least regulation —
the “race to the bottom” effect. That may be true on some
level, but it misses some nuances, inconsistencies, or
contradictions. For one thing, the United States and China
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have trading partners at levels of regulation that would not
pass muster in Europe (Light, 2016). It is hard to find a
major American technology firm that has not been accused
(even if often falsely) of criminal conduct in China. At the
very least, then, U.S and Chinese firms operating within
their respective jurisdictions have different obligations,
have been accused of similar infractions, and as such, a
harmonization of privacy rules might not have the intended
consequences that critics claim. There are other
contradictions; the absence of regulation in some places has
opened them to market speculation (e.g., hawala banking in
the Arab world). Thus, the notion that there is an optimal
path to take is intrinsically naive.

Another point often missed in the privacy debate is the
seamlessness of cross-border data flows and the very
essence of the internet. Insofar as data is a product, it is akin
to air, water, and the anti-liberal economic notion that states
are free to insulate their markets from human capital,
competition, and the goods and services of other nations.
Moreover, it is not clear that legalized exemptions for
companies would be enough to allow Indian firms to
significantly benefit from American law, as the absence of
oversight and regulation does not mean that firms can
operate without qualms about best practices (Tsoukalas &
Siozos, 2011). The pace of innovation in the onsite labor
markets, voice, and real-time video search attests to this.

4.1 Cross-border Data Flows

The increasing digitization of goods and services has led
to new business models that rely on the availability and
accessibility of personal data. The pervasive collection of
data on individuals' activities has given rise to a fundamental
shift in the understanding of privacy and data handling.
Privacy concerns related to these new business models have

surged, resulting in a growing number of privacy regulations.

Many regulators rely on already existing privacy regulation
as a framework to address newly emerging concerns. The
analysis highlights a fragmentation of privacy regulation in
the ongoing regulation of the effects of digitalization. The
prevalent issues of privacy and anonymity in the digital
information society are examined to understand how these
issues challenge the existing legal frameworks and what
measures to address the challenges are taken in the
European Union (EU). The focus is explicitly on the EU's
efforts to address the issues of privacy and anonymity in
new policies, rules, regulations, and directives. Specifically,
issues concerning the ongoing collection and processing of
huge amounts of digital data on individuals' actions,
activities and transactions are studied, and what is done to
ensure that data subjects have privacy and anonymity in
such proceedings.

The evolving perceptions of privacy in the wake of the
phenomenon of the “information society" are examined. By
exploring the nature and meaning of privacy in the digital
era, it is argued that privacy is becoming a redundant and
obsolete right in the contemporary information society. The
notion of privacy as a panacea for the political, social,
cultural and economic power imbalance created by the rise
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of the "big data" market is questioned. The argument is that
the conception of such an individual's right as an answer to
the socio-political challenges of the contemporary
information society is inadequate and unachievable.

The contemporary digital information society, "big data",
data-driven economy, and their implications for the
longstanding notion and right to privacy, sufficiency, and
adequacy of privacy laws and surrounding liberalism
undertaking to prevent various forms of exploitation of
individuals in the post-totalistic context of the information
society are discussed (Hou, 2021). How the context of the
contemporary developments complicates, undermines, and
obliterates the very notion of privacy is insightfully
interrogated. Emerging issues attendant to the collectability
and process ability of an ever-increasing number of digital
traces of individuals in the context of the growing "big data"
market, as well as subsequent inequalities promoted by
different levels of access to, sense-making of, and degree of
agency over one's digital traces, are addressed. The inherent
technical and conceptual challenges in regulating the digital
footprints' collection, processing, mediating, and computing
into algorithm-based decoupling of the essentially human
constituents of individuals from their actions, activities,
knowledge, and interactions are focused on (Tsoukalas &
Siozos, 2011).

4.2 Surveillance and National Security

Current controversies surrounding privacy regulation,
most notably those arising out of Edward Snowden’s
disclosures about NSA surveillance, have reignited a
longstanding debate about the surveillance and national
security exception to privacy rights. Privacy advocates insist
that such surveillance is unconstitutional and illegal,
undermines the rule of law, and places personal information
about citizens into the hands of a worldwide private sector.
National security proponents charge that NSA surveillance
is essential to the country’s global war on terror in which the
United States is by far the most common target of terrorist
plots, and that the programs in question are ex ante approval
by judges and strictly controlled by the political branches of
government to ensure their necessity and proportionality, as
reflected in both annual reporting and regular audits, thus
balancing privacy rights and national security needs.

In the history of privacy, there is perhaps no occasion,
however, as controversy-touched as the interplay of privacy
rights and national security. At the root of that controversy
is the constitutional status of privacy and the legitimacy of
its public regulation. It is therefore necessary to take stock
of the privacy vs. national security controversy in light of its
historical backdrop, so as to better understand and evaluate
the plausible ethical and legal considerations at stake, as
well as the more recent developments that appear to harken
a chastening re-examination of both the contours of national
security and of privacy itself (loannou & Tussyadiah, 2021).
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5. Future Directions and

Recommendations

There is a strong need for personalized privacy and
security, the rights of individuals to ochold themselves, to
be unobserved and undisturbed, and no one to know their
secrets' in the coming digitized society. In the absence of
privacy, there is no dignity, freedom, democracy, nor justice,
as everything is regarded as collective property, subject to
control and manipulation by totalitarian regimes (Light,
2016). The recommitment of modern states to the rule of law
and the human rights infrastructure, through which liberty,
equality, and the dignity of the person are assured regardless
of social origin, gender, race or creed, is crucial.

To address past abuses, intensive efforts should be made
to collect and preserve the records of atrocities and
victimization, trying in legal venues all those accused of
crimes against humanity. Privacy laws are a Vvital
springboard to a safe society in the foreseeable future. Key
privacy rights are conceptualized and democratized as
personalized privacy rights (each netizen takes control over
his/her privacy really fought for civil liberties in the
beginning of this decade), to be guaranteed against public
and private encroachments on privacy. Privacy rights are
universal and inherent by birth or by residence in an
authoritative jurisdiction that ratified the international and
local covenants on civil rights, to be enforced anywhere.

5.1 Adapting Privacy Laws to Emerging
Technologies

The rapid advancement of technology has far outpaced
the development and pacing of privacy laws with regard to
its regulation. As everyday interactions become digitized,
the amount of data collected and shared regarding
individuals grows exponentially. A need exists for privacy
and protection regulations to ensure that norms of
appropriation and flow of information are maintained in the
digital environment. It is essential that a changing regulatory
environment adapts to these emerging technologies,
considering the implications every time a new technology is
standardized and more widely used (Blanke, 2018).

This involves instituting collective efforts to model and
simulate new technologies, as technologists conceive them,
large-scale experimental technologies/social systems, which
are scrutinized via collective reflection before their
implementation. The examination or consideration of
questions may seem foreign or belated, as would concerns
regarding elements of change viewed as fundamental to a
society, but the discrepancies in the regulation of the
physical and digital environments afford reasonable
explanations for these concerns. It examines the ways
privacy and protection regulation to intended innovations
from adverse consequences is accomplished in the physical
or analog environment and considers what this process
would entail in the digital domain or context (Roethlisberger,
2010).
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The focus is the ways technologies, experienced by the
collective unit as themselves changed or modified, are
designed, built, tested, and rolled out to larger populations.
It's the description of an event or practice that partly
accounts for the reproduction of particular societal
arrangements during the advancement of mankind,
suggesting the detection of patterns, possibilities of things
going awry, and considerations arising in their
implementation. The analysis looks in-depth at the physical
or analog technologies and mathematics associated with
their activities. It pays attention to the way things are done
that risks one thing happening instead of another and
unraveling potentials and shaping technologies to induce
reliability and foreseeability.

5.2 Enhancing International Cooperation

Globalization and the Internet have given rise to
numerous Cross-Border Privacy Issues (CBPPI) such as
data leaks, hacking, misuse of sensitive data gathered online,
importation of private data collected on the Internet and
exportation of sensitive personal data from one jurisdiction
to another. The proliferation of this type of CBPPI has raised
concern over individuals' rights to privacy and security over
their personal information being misused and abused. Given
the virtual and anonymous nature of the Internet, a single act
causing harm or damage in one jurisdiction may directly or
indirectly involve several other jurisdictions leading to the
infraction of the laws of multiple nations. Nevertheless,
currently, the global Internet operates in a world with no
global privacy law and no global authority to enforce it.
Enactment of a uniform global privacy law may not be
feasible given the divergent sociocultural and historical
backgrounds of nations in terms of legislation.
Consequently, the development of viable and effective
international cooperation is essential to address CBPPI on
an inter-jurisdictional basis (Hou, 2021).

International cooperation is crucial in building a viable
and workable legal framework governing the Internet and
associated technologies. The need for global cooperation
arises from the universal nature of the Internet and
Computer networks. The discovery of an Infraction may not
only affect a single State. There may also be several States
whose laws cover the various aspects of a single act leading
to the violation of all these laws (Corley, 2015).
Consequently, an international cooperative effort is
essential to ensure the effective resolution of privacy issues
on an International basis. It is envisaged that national
attempts to tackle privacy issues independently would prove
ineffective, time-consuming, and damaging to the
development of the technology. Furthermore, the
establishment of a privacy Commission on an International
level would be an essential step towards the harmonization
of legislation and regulations affecting privacy in various
jurisdictions. Such a Commission should address crucial
and pressing privacy governance issues on the Internet
including, CBPPI, proposed legal measures to protect
privacy, and the impact of privacy-enhancing technologies
on marketing practices, competitive interests, and on
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economic development in a multi-jurisdictional framework.
The recommendations suggestions and directions ensuing
from such discussion should be taken into account when
formulating legal privacy aspects by the Privacy and
communications and telecommunications policy groups of
the Nations. It is envisioned that a final recommendation
addressing the crucial issues affecting the protection of
privacy on the Internet should be submitted to the
Governments of the member nations of the Nations for
consideration and action within two years.
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